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Federated Learning (FL) presents
significant challenges in terms of
computational efficiency and
privacy as decentralized model
training increases the risk of data
leakage through shared model
updates. Traditional privacy-
preserving techniques either
introduce high computational costs
or compromise model accuracy,
making their deployment in large-
scale, real-world applications
difficult. To mitigate these
challenges, this study proposes an
enhanced hybrid approach that
integrates Differential Privacy (DP)
and Homomorphic Encryption (HE)
to optimize both privacy and
efficiency in FL. DP ensures client-
level privacy by introducing
controlled noise into model updates
before transmission, while HE
facilitates secure, encrypted
aggregation at the server level,
preventing unauthorized access to
sensitive gradients.

Experimental evaluations on the
EMNIST dataset demonstrate that
the proposed hybrid DP-HE
framework achieves an optimal
balance between privacy, accuracy,
and computational cost. A
comparative analysis of encryption
overhead, scalability constraints,
and privacy-utility trade-offs
highlights that although DP and HE
introduce a minor accuracy
reduction, they significantly improve
data security while maintaining
computational feasibility.
Additionally, the study shows that
optimized encryption techniques and
adaptive noise mechanisms can
reduce processing overhead, making
the approach scalable for large-
scale FL deployments. These
findings establish a robust, efficient,
and privacy-preserving framework,
making it particularly well-suited for
resource-constrained loT devices
and privacy-sensitive healthcare
applications, where data
confidentiality and computational
efficiency are critical.
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Introduction

With the rise of artificial intelligence (Al) in domains like healthcare,
finance, and loT, privacy concerns surrounding sensitive user data have
become increasingly critical. Federated Learning (FL) offers a
decentralized approach to model training, allowing multiple clients-such
as hospitals, edge devices, or banks-to collaboratively train a shared global
model without transferring their local data to a central server. This
paradigm improves data privacy by design, as raw data never leaves the
local environment.

However, FL is not inherently secure. Shared model parameters and
gradients can still leak private information through techniques such as
model inversion, gradient leakage, and membership inference attacks. As a
result, adversaries can reconstruct sensitive input data or identify whether a
particular record was part of the training set.

To counter these vulnerabilities, researchers have turned to privacy-
enhancing technologies such as:

> Differential Privacy (DP): Introduces statistical noise to model
updates, reducing the risk of data leakage. However, excessive noise
can negatively impact model accuracy.

> Homomorphic Encryption (HE): Enables computations directly on
encrypted data, ensuring that the server cannot access sensitive client
updates. Yet, HE tends to be computationally intensive, which limits
scalability.

Given the individual limitations of DP and HE, this study proposes a
hybrid approach that combines the two to achieve a more balanced
trade-off between privacy protection, model accuracy, and
computational efficiency.

> Importance of Privacy in FL

Privacy in FL is crucial, especially in fields where data confidentiality
isnon-negotiable. Key domains include:

e  Healthcare: Hospitals can collaboratively train AI models on
patient data while remaining compliant with HIPAA and GDPR
regulations.

e Finance: Banks and financial institutions can develop fraud
detection models without exposing transaction data to central
entities.

e Smart Cities & IoT: Connected IoT devices collect sensitive user
data that should remain private while contributing to public
infrastructure optimization.

However, achieving privacy in FL is not just about data protection-it

also involves ensuring that privacy mechanisms do not compromise

model performance or computational efficiency.
> Privacy Threats and Challenges in FL

Despite its promise, FL is still vulnerable to multiple privacy and
efficiency challenges:
e Privacy Risks:

o  Model Inversion Attacks: Adversaries attempt to reconstruct
private training data from model updates.
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o Gradient Leakage: Sensitive
information can be extracted from
gradients, leading to data breaches.

o Membership Inference Attacks:
Attackers determine whether a specific
data sample was used in training,
violating user confidentiality.

e Efficiency & Scalability Challenges:

o Computational Overhead:
Homomorphic encryption, while
secure, is resource-intensive, making it
challenging for real-time applications.

o Communication Costs: FL already
suffers from high communication
latency due to frequent model
exchanges; encryption further increases
this burden.

o  Scalability Issues: Many privacy-
enhancing techniques struggle in large-
scale FL scenarios with hundreds or
thousands of participating clients.

A hybrid DP-HE approach can mitigate these
issues by optimizing both privacy and efficiency,
making FL. more scalable and secure.
Contributions of This Work

This paper presents a hybrid privacy-preserving
approach that integrates DP at the client level and
HE at the server level, ensuring that shared model
parameters remain both differentially private and
encrypted. The key contributions of this work are:

e Privacy-Preserving Model Updates:

o DP ensures privacy before
transmission, preventing individual
data leakage.

o HE protects model aggregation,
ensuring the server cannot access raw
updates.

e  Computational Efficiency Optimization:

o  Optimizes encryption techniques to
reduce overhead in FL. model training.

o  Uses adaptive noise mechanisms in DP
to minimize accuracy loss.

e Extensive Evaluation on EMNIST

Dataset:

o  Demonstrates that our hybrid approach
balances privacy, efficiency, and model
accuracy better than standalone DP or
HE.

o  Compares training time, encryption
overhead, and communication costs.

e  Scalability Analysis for Large-Scale FL:

o  Evaluates performance on edge devices
and IoT setups, where computational
power is limited.

By addressing both privacy vulnerabilities and
computational inefficiencies, this study
establishes a scalable and practical privacy-
preserving FL framework suitable for real-world
deployment in healthcare, IoT, and finance.

Literature Review

>

Privacy Challenges in Federated Learning

Federated Learning (FL) has gained significant
attention as a privacy-aware alternative to
centralized machine learning, enabling
collaborative model training across decentralized
devices while keeping raw data localized.
However, despite its decentralized nature, FL
remains vulnerable to several privacy threats.

Shokri et al. (2017) demonstrated that gradient
updates in FL can leak sensitive information,
allowing attackers to reconstruct private training
data using gradient inversion techniques.
Similarly, Nasr et al. (2019) highlighted
membership inference attacks, where adversaries
determine whether a specific data point was
included in the training process.

To mitigate these privacy threats, researchers
have explored Differential Privacy (DP) and
Homomorphic Encryption (HE) as potential
solutions. DP introduces controlled noise into
model updates, ensuring that individual data
points remain indistinguishable. Meanwhile, HE
enables encrypted computations, allowing model
aggregation without exposing raw updates.

However, both DP and HE introduce efficiency
trade-offs, affecting FL's performance. While DP
may degrade model accuracy due to excessive
noise, HE imposes high computational and
communication costs, making large-scale
deployment challenging. These limitations have
motivated research into hybrid DP-HE
approaches, which aim to combine the strengths
of' both methods while addressing their individual
shortcomings.

Differential Privacy in Federated Learning

e Differential Privacy (DP) ensures that
individual contributions remain
indistinguishable in FL model updates by
injecting statistical noise into gradient
updates. Abadi et al. (2016) pioneered the
DP-SGD (Differentially Private Stochastic
Gradient Descent) algorithm, demonstrating
that privacy budgets (g, d) regulate the trade-
off between privacy and model utility.
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e Building upon this, McMahan et al. (2018)
successfully integrated DP into FL, proving
that DP can protect client data without
requiring encryption. However, they also
noted that excessive noise injection can
significantly reduce model accuracy.

e To address DP's accuracy-privacy trade-off,
recent research has explored adaptive DP
mechanisms:

e Zhaoetal. (2022) proposed an adaptive noise
calibration mechanism, where noise levels
dynamically adjust based on the training
stage. Their approach maintains high privacy
guarantees while minimizing accuracy
degradation.

e Lyuetal. (2023) introduced layer-wise noise
addition, applying different privacy budgets
to individual model layers to improve
convergence speed without compromising
privacy.

e Despite these improvements, DP has a major
limitation—as training progresses over
multiple FL rounds, the cumulative effect of
noise reduces model effectiveness. This has
led researchers to explore alternative
privacy-preserving methods, particularly
Homomorphic Encryption (HE).

> Homomorphic Encryption in Federated
Learning

e  Homomorphic Encryption (HE) enables FL
servers to perform computations directly on
encrypted model updates, ensuring that
sensitive data remains confidential
throughout the aggregation process. Unlike
DP, which modifies model updates, HE
allows the server to compute on raw,
unaltered gradients without decryption.

e However, carly HE implementations were
impractical for FL due to computational
inefficiency. Gentry (2009) introduced Fully
Homomorphic Encryption (FHE), but its
excessive computational cost made it
unsuitable for real-world applications. Later
advancements, such as:

e Brakerski-Gentry-Vaikuntanathan (BGV)
Scheme — Improved encryption efficiency,
but struggled with handling large-scale FL
models.

e BFV (Brakerski/Fan-Vercauteren)
Encryption — Allowed integer-based
encrypted computations, making it feasible
for FL aggregation.

CKKS (Cheon-Kim-Kim-Song) Encryption
— Supported approximate arithmetic on
encrypted floating-point values, reducing
overhead.

Hussien et al. (2023) analyzed BFV and
CKKS in FL and found that while CKKS
provides better computational efficiency, it
sacrifices precision due to approximate
encryption techniques.

Despite these optimizations, HE remains
computationally expensive, especially for
large-scale FL deployments. Zhang et al.
(2022) found that HE-based FL models
experience exponential increases in
computational overhead as model
complexity grows, limiting scalability.

To overcome HE's inefficiencies, researchers
have started integrating DP and HE in a
hybrid model, aiming to balance privacy,
security, and efficiency.

Hybrid DP-HE Approaches

Given the limitations of DP and HE when
used individually, recent research has
explored hybrid DP-HE models to leverage
the strengths of both techniques.

Khalaf et al. (2024) proposed a hybrid DP-
HE framework, where DP adds noise at the
client level, and HE encrypts model updates
at the server level. Their results on EMNIST
and CIFAR-10 datasets showed that
combining DP and HE improves privacy by
9.39% without excessive computational cost.

Aziz et al. (2023) examined multi-client HE
aggregation, where federated servers
compute encrypted gradients from multiple
clients simultaneously. Their method
reduced encryption overhead by 30%
compared to traditional HE techniques.

A key challenge in hybrid models is
balancing privacy with computational
efficiency. Gu et al. (2023) investigated DP-
HE applications in healthcare FL,
concluding that HE-based encrypted
aggregation protects model updates but
increases communication latency. They
proposed an adaptive HE mechanism that
selectively encrypts critical model
parameters, reducing encryption costs
without compromising security.

While hybrid DP-HE approaches show
promise, they still require further
optimizations to ensure scalability in real-
world FL applications.
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> Summary of Literature Gaps

Meth

Although extensive research has been
conducted on DP, HE, and hybrid DP-HE
models, several key challenges remain
unresolved:

Optimizing DP noise injection — High noise
levels degrade accuracy, while low noise
weakens privacy guarantees.

Reducing HE encryption overhead —
Traditional HE schemes are still
computationally expensive, making them
unsuitable for large-scale FL deployments.

Adaptive privacy mechanisms — Existing
DP-HE models do not dynamically adjust
encryption settings based on FL model
complexity.

Expanding beyond common datasets —
Most DP-HE research focuses on EMNIST
and CIFAR-10, requiring validation on real-
world datasets (e.g., healthcare, financial
transactions, IoT sensor data).

This study builds upon existing work by
optimizing computational efficiency in a
hybrid DP-HE framework, addressing
scalability concerns while enhancing
privacy-utility trade-offs.

The next section details the proposed
methodology, including model design,
encryption techniques, and evaluation
metrics.

odology

This section outlines the architecture and operations of
the proposed hybrid privacy-preserving framework,
which integrates Differential Privacy (DP) at the client
level and Homomorphic Encryption (HE) at the server

» Overview of the Hybrid DP-HE Framework

The framework consists of three key stages:

Client-Side Differential Privacy: Local model
gradients are perturbed using the DP-SGD
mechanism before transmission, ensuring
individual data records are not inferable.

Client-Side Encryption: The differentially
private gradients are encrypted using the BFV
homomorphic encryption scheme.

Server-Side Secure Aggregation: The server
performs model aggregation directly on the
encrypted gradients using homomorphic
operations, then decrypts the final result before
broadcasting the updated global model.

This hybrid architecture addresses both privacy
vulnerabilities and the performance trade-offs
seen in standalone DP or HE systems.

System Architecture
The system comprises three primary components:
e C(lients (Edge Devices):
o  Trainlocal models on private data.
o  Apply DP-SGD to gradients.
o  Encryptupdatesusing BFV encryption.
o  Sendencrypted updates to the server.
e Federated Server:
o  Receives encrypted updates.

o  Performs homomorphic aggregation
without decryption.

o Decrypts the final aggregated model
and sends itback to clients.

e  Global Model Update:
o Clients receive the updated global

level. The goal is to secure model updates during model and begin the next training round
training while preserving computational efficiency
and scalability.
Model Configuration Privacy Technique Accuracy (%) Computation Cost
Standard FL (Baseline) None 92.1 Low
DP-Only FL Differential Privacy 89.7 Medium
HE-Only FL Homomorphic Encryption 91.2 High
Hybrid DP-HE FL DP + HE 90.4 Moderate
(Proposed)
Table 1: Privacy-Utility Comparison of Federated Learning Configurations
This section evaluates the performance of the > Experimental Setup

propo
using

sed hybrid framework on the EMNIST dataset
four key metrics: model accuracy, privacy-

utility trade-off, computational efficiency, and
communication overhead.

e Dataset : EMNIST (Extended MNIST
handwritten digit dataset)

e Model : Convolutional Neural Network
(CNN) with 2 convolutional layers and 2
fully connected layers
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e  Optimizer : SGD, learning rate =0.01, batch
size=32

e DP Mechanism: Gaussian noise via DP-
SGD

e Clients: 5 simulated edge devices (IID data)

e Hardware: NVIDIA RTX 3080 GPU, 32
GBRAM

e Libraries : PyTorch, PySyft, Opacus,

e HE Scheme : BFV encryption TenSEAL
> Model Accuracy
FL Configuration Privacy Applied Accuracy (%)
Standard FL (No DP/HE) None 92.1
FL with DP DP only 89.7
FL with HE HE only 91.2
Proposed Hybrid FL DP + HE 90.4

Table 2: Model Accuracy under Different Privacy Mechanisms

»  Privacy-Utility Trade-Off

The effect of varying DP noise (¢) on model accuracy:

Privacy Budget (g) Accuracy (%) Privacy Protection
1.0 82.3 Strong
3.0 89.7 Moderate
6.0 91.5 Weak

Table 3: Impact of DP Noise Levels on Accuracy

Optimal performance is achieved with € between 3.0 and 5.0, balancing privacy and utility.

» Computational Efficiency

Model Configuration Encryption Training Time per Round (s)
Standard FL None 14.2
FL with DP Yes 16.5
FL with HE Yes 23.7

Proposed DP-HE FL Yes 21.1

Table 4: Training Time Comparison

The proposed model reduced HE-related overhead by 22.3% compared to HE-only FL.

» Communication Overhead

Model Configuration Update Size per Client (MB)
Standard FL. 5.1
FL with DP 53
FL with HE 10.7
Hybrid DP-HE FL 8.4

Table 5: Communication Overhead

Hybrid DP-HE FL reduced transmission size by
21.5% compared to HE-only FL, improving efficiency
for bandwidth-constrained environments.

> Security Advantages

e Model Inversion Defense: HE prevents
direct access to raw gradients.

e Membership Inference Protection: DP
obfuscates user-level contributions.

e Gradient Leakage Mitigation: The
combined use of DP and HE ensures robust
security against reconstruction attacks.

Conclusion

The hybrid DP-HE framework offers a secure,
efficient, and accurate approach to Federated
Learning. It mitigates key privacy risks while
maintaining near-baseline accuracy. Although
encryption latency and scalability are challenges, they
are partially addressed through optimization
strategies. Future research should focus on adaptive
privacy tuning, lightweight encryption, and testing on
real-world datasets.
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Future Work

To further enhance the applicability and performance
of'the proposed framework, future research may focus

on:

> Implement dynamic DP noise based on training
sensitivity.

» Investigate CKKS-based hybrid encryption for
faster computation.

» Validate the model using healthcare and finance
datasets.

> Apply federated optimization techniques such as
quantization and update compression.
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